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Instruktur Inixindo Jogja bidang:

• IT Governance / Management

• Cyber Security

• Secure Software Design

• Secure Software Development

• Certified Information Systems Auditor







• Reverse Engineering Ransomware Brain Cipher penyerang PDN: 
https://blog.compactbyte.com/2024/07/01/reverse-engineering-ransomware-brain-cipher-penyerang-pdn/

• Reverse Engineering Dekriptor Babuk untuk PDN: 
https://blog.compactbyte.com/2024/07/03/reverse-engineering-dekriptor-babuk-untuk-pdn/

https://blog.compactbyte.com/2024/07/01/reverse-engineering-ransomware-brain-cipher-penyerang-pdn/
https://blog.compactbyte.com/2024/07/03/reverse-engineering-dekriptor-babuk-untuk-pdn/


Ancaman Utama Pusat Data Saat Ini

1. Unauthorized Intruders : 
Pelanggaran keamanan fisik

2. DDoS :
Distributed Denial of Service

3. Ransomware :
Data dienkripsi dan meminta
tebusan untuk dekripsi

4. Malware at Scale :
Malware yang menyerang DCIM

5. SSL-induced Blind Spot :
SSL untuk inflitrasi & eksfiltrasi data



Prioritas Utama Keamanan Pusat Data

1. Advanced Physical Security Measures

2. Network Segmentation

3. Security Information & Event Management

4. ML & AI enabled Cyber Defense

5. Zero Trust Network Access

6. Tools to Address Specific Threats:
Misalnya : FWaaS, XDR, dan RPaaS

7. Anti Phishing Tools & Employee Education

8. Secure By Design & Secure By Default

9. Robust Audits & Compliance



Apa yang Dibutuhkan untuk
Keamanan Pusat Data?



Mana yang Gagal di PDNS 2?



APA YANG 

PERLU 

DILAKUKAN?

DIMULAI DARI 

MANA?





The NIST Cybersecurity Framework (CSF) 2.0





Implementasi NIST CSF 2.0







The CIS Critical Security Controls v8



3 Implementation Groups for CIS Controls





https://www.cisecurity.org/controls/v8

https://www.cisecurity.org/controls/v8


Pemetaan
NIST CSF 2.0 
dengan
CIS CSC v8

https://www.cisecurity.org/controls/v8

https://www.cisecurity.org/controls/v8


Organizational Profile Scope : Ransomware

1. NIST IR 8374 Ransomware Risk Management: 
A Cybersecurity Framework Profile
Profil untuk memitigasi risiko Ransomware

2. Cyber Risk Institute (CRI) Profile version 2.0
Pemetaan Profil Ransomware ke NIST CSF 2.0

3. CIS Controls v8 Mapping to CSF 2.0
Pemetaan ke CIS Controls v8

4. Establishing Essential Cyber Hygiene
Tools & Resources untuk CIS Controls v8







https://resources.trendmicro.com/datacenter-attack.html

https://resources.trendmicro.com/datacenter-attack.html
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